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ABSTRACTD

Welproposelageneral frameworkforblindWvatermark [detection.(]
ThisCframeworkOcontai nsCalimaxi mum-likelihoodOdetector Cthat [
utilizesihelprobabilityCdistributionlof (theloriginal image.[Otherd
watermark(detectorsliin(iterature@relshownTolbelSpecial [Casesiof (]
thi sfframework. [(Weldemonstratelfhi sframeworkin[bothThelpixel O
domainCandtheltransformCtlomain,CandCshowthat Cour [Hetector ]
outperforms] others[I because[] of J 1) O better D modelingd of O thed
probability(di stributi on[of fheloriginal image, [@nd[2) [donsi deration(]
tothelAuman(visual [System(inthisframework.[]

Keywor dso
BlindOwatermarkCOdetection, OpublicOwatermark, DhumanCvisual O
system, ithaxi mum-likelihoodIdetecti on,[Gaussi anlhixture.(]

1L.ONTRODUCTIONO

WatermarkingOtechni quesembedCownershipOinformationdintod
digital O medialJto protectTthed copyrightT[1]-[9]. O Watermark
techni quesl¢anel¢ategorizedlinto@wollypes,privatel@ndpublicl
[3].[PrivateCwatermarkingsystemsheedthelbriginal [imageltol]
detectCtheCwatermark, CwhileCpubli cOwvatermarkingCsystemstan(]
detectThelivatermarkvithoutTheloriginal image. Dnlpracti ce, [ts
betterfoltiselpubli ciwatermarking([i8] . [Publi chwatermarking(isal sol]
calledhblindOwatermarking[ 9].C0M odernCwatermarkingCsystemsT]
oftenltilizelhumanVisual Csystem{HV S) [eharacteri stics(] 10] (to]
embedCtheDwatermark. Ol nCithi sOpaper, Owelproposelallgeneral [
frameworkOforOblindOwatermark Odetecti onOthat i sCbasedJond
maximum-likelihoodd(M L) OdetectiondandCconsidersOOHV SOtod
improvel the detectiond performance.C] Well demonstrateld this(]
framework[bothCnthelpixel [omai nCandbinCtheldiscretel€osine]
transform{DCT) Ctlomain.[Usingthi s{framework, (Wwelshow(that (]
better[modelingCof (thelprobabilityCdli stribution[Function{pdf) of
theldriginal imagelimprovesithelatermarkdetectionperformance, [
comparedfoltonventional [Gaussianinodel s(]9].[Otherlmodeling™
effortinditeraturelincludesiusingthelCauchy(distribution[12][13] O
aﬁd [Autoregressivel4] hodels.]
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2.[BLINDMWATERMARKIIDETECTIONO

2.10Gener al [Framewor k]

Alwatermark [ sltypicallyCtepresentedChyCaChumber Cof [hits.[Told
embedtheOwatermark O ntoCtheloriginal [ mage, Cwvel Bl ter somel]
properti es, [suchCaspi xel [Wa uesLor [Eransformltoeffi cients, [of (Thel]
original [imagefolémbedleéachbit[of Thelivatermark.[Tolimprovell
robustness, [the[samevatermark [hitCtan[belembeddedmultipled
times[Such@s:

H iy =% +WwW
1 yl i |m=l"”

N O
Hotyi =X —w

(1o
where[] y, OrepresentsdthelreceivedOwatermarkedOsignal,00 x, O
representsfiheloriginal (signal ,[andCw, (representsihelivatermarkd

amplitude.OWatermark Odetecti ondi sChencelalhypothesi s-testingd
problemCbetweentwolhypothesesdH, OandOH ,:0H, Gf1L0sO

embedded, Jand H , 0if 000i sClembedded. ONotelithat COf or (bl ind

watermarking,Eheloriginal [3i gnal steompri seltheling or [hoi sethat (]
affectsihelwatermark(detecti on[performance.[Otherfypesiof hoisel
usual lyhavelkessipower@ndencellessimpact. [

ToOtakeOHV SOcharacteristicstintoCJconsi derati on, Owell etOthed
watermarkCamplitudeltol be(a general (function, ] f, (x ) ,Cof (the]
original [Signal Cx; .[This[isanléxtensi on{ol]5] [that [ssumes(thi siol]

belalli near [fransformati onlof (theloriginal [Signal . Iin[additionfbthe[]
dependencylonCix, ,[in[general Of, (-) (eanCbeldifferentfor (éachlf ]

the[N [Signals,So]

Hity =x+f, (Xi)E gi,l(Xi)
Hotyi =X - fi(xi)E gi,o(xi)
WelrepresentOthe[watermarkedOsi gnal Owith(J10embeddedas]
Y, = 9,,(x ) CandCthelvatermarked(&ignal CithCDCembedded s
Y, = 0,,(x ) .[Given(theTeceivedivatermarkedsignal s, [inaximum(]

alposterior M AP)[dletecti onC¢anbelperformedoldeterminelihel
embeddedCivatermarkChit.CTheM A P[detecti ond sCE mplified(toO
maximum-likelihood{{M L) [dletecti onlif (ihel@[priori [probabilities
forlBothihypotheses@reléqual lile.,(p(H, ) = p(H,) .Assumingithat(]

thelSel ection[of the[N [Signal sareltandom(enough(SolthatCy, ' slarel]
independent[With(&achlbther[¢onditionedfonH, [{and[H ;),MLO
detection[danBelritten(as: O

Mi=1..,NO 0
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WithSomelinani pul ati onlof [Ehelabove, ivel¢anlderivelfheloptimal O
watermark[detector[aslfollows: [

{i{'n[p(g;i(yi M- 1nlp(g 2y )+

O
N 21 @0
S o)-maon))| 2o
HO
WhereDJi,l( |)E‘d[g(lj;1l(yl)] End[‘”i,o( i)E‘d[%yi(yi)] .0

2.2[0ptimal Water mar k [Detector [

Thelproposedopti mal vatermark[detector(in({4) (hasfwofeatures. (I
1) it Wisesbetter inodel i nglof Thelpdf [of Thelori ginal (image, [And(2) ]
itlincorporatestheHV Slintotheldetecti onprocess.Motefhat with(]
blindiwatermarkdetecti on, veldoot havelinformati on@boutthe
original Cimage.[(However,[knowl edgel[&boutthel $tati sticsCof (the]
original image, [Such@sthepdf [6f Thelpixel Wal uesidr helpdf 0f the[
transformCtoefficients,Callowsustoldetect [ theCvatermark Cvith
betterOperformance. Ol nOpracti ce, Othe(ddetector Cwoul dCneedCito]
estimatedtheOpdf O of Otheoriginal OimagedfromOthelreceived
watermarkedimage. [(BuchlCestimationlisuisual ly[good, [sincelthel
watermarkedUimageli sOsi milar OtoCtheCoriginal Ci mageJasTthed
watermark(isypicallyldhosenibbelimperceptible. MNotethatferms]
J,.,() tand0J, () Gn({4)CincorporatelHV Sintolthe framework.O

Conventional Cvatermark[HetectorsCassumelthe[atermark Cbeing™
independent[of [Thelori gi nal image, [infvhi ch(¢asefhesefwolferms]
arelbothlequal @onity.

3.LPIXEL-DOMAINMVATERMARKINGL

3.10GaussianMixtur el odeling]
Welfirstidemonstratefhelproposedframework Wisi ngpixel -domain
watermarking. In(thi si¢ase, liveheed foknowThepdf [of (Thelpixel O
va ueslof [Thelorigina [image.[Aslanéxampl e, [FFi gurel1[3howsthe
hi stogram(of [pi xel Wal uesiinthelimagellL ena. [WelSeelfhat [Such @
distributionCtannot [helmodel edCasa kingle[Gaussianfunction.[
Therefore, ] conventional Owatermark O detectorsOthat Dassumedall
Gaussian(pdf tisual lydootperformidvel | 9] .00
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Figurell.[Histogr am[of fThelpixel Waluesiaf [l ena.[]

Welproposeltolmodel [thelpdf CasCal GaussianCmixturelwith(OM [
components:[]

M
p(X) = z W; N(m, vgf)(x) N (G0
j=1
and thed optimal O watermark [ detector O cand be[d obtained byl
substituting((5) [ihtol(4).0]

Notelthat(theChumberCof CtomponentsIM Caffectslthelmodelingd
performancelsignificantly.CIf0M [CisCtooOsmall,Cthe[JGaussian]
mixtureltannotiodel (Thelthistogramivell.0fOM [is@oolbig, Thel]
Gaussi anlmni xtureltnay [over-fitfhelhi stogramland(Stray [way fromO
theldesired(pdf.[Weldetermine[M [asfollows.[Startingfromlone
component,[.e.,[M =1 ,0velincrementCM [by[oneZt[@ me,@nd0
estimatelthelpdf.(Wellest[hel¢orrel ation{orTheltel ativeléntropyd
[14]) DetweenThelhewl y [ésti mated (pdf [andTEhelti stogram. f [t s
greater [fhan(theldorrel ati onbetweenthelol dlestimatedpdf @ndthe
histogram(bymorelthantathresholdl , ,(lvelontinuelincreasingl]

M .[Otherwise, Welstoplandlisetheldurrentivalueldf (M .0

3.2[HV SlihfhePixel MomainL]
InCthelpixel [@omain, el lesi gnihelvatermarkamplitudelf (x, ) O

basedOnfheWeber’ sTaw@slfollows. [
f(x)

slope= ¢

X

f(x)=arg max{x,To} O (6)0

Thelwolparameterslir, [@ndLT [relad] ustabl eldependinglonihell
imperceptibilitytequirement.[(Wellise[Tr = 20 [@ndlkx = 0.05 [n0

our[experimentsiandiverifyfhatheltesul tinghivatermarkedimageld
hasnolvisiblelartifacts.C]

3.3Experiments’]

ToOshow howO different0 pdf 0 modelingCI methodsO affect Jthe[
watermark[detecti on[performance, four thethodslareldompared: [(a) O
singlelGauss anlpdf; [{b) [Gaussi anlni xturelvithifwoldomponents; ]
(c)[Gaussi anlini xturelwithEhelhumber [@f (domponentsidetermined]
asltlescribedinCBection(B.1Withe , = 0 ;[{d)[Gaussianlimixturel]

withCOtheCTnumber Clof CcomponentsOdetermi nedCasCdescribedCin(d
Section(3.1WithC¥,, = 0.005.0

Thelthreefest[original Imagesiare3-bitlgray-|evel imagesiof($izel
512x512@&s[shownlin{Figurel2.[The10{estvatermarksarel4-bit[]
gray-level Dimages of Jsize[18x8,0eachUcarrying12560bitsof O
information.CAIll DwatermarksCarelichosenOsoCthatCtheJaCpriori(l
probabiliti eslforMothhypothesesiareléqual . (With(al | [dombi nations]
of Dorigina sCandOwatermarks, CthereCare130setsCof Cdata. (IThed
experimentfesultsShown(ih(thefol | owing@refhe@veragelof these
30(Setsof[data. 0
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Figurel2.[Test[driginallimages.(

Each(itlof Bhelivatermarkisdi stri butedandomly[accordingfoa
key@oON = 1024 [pixel sCof [theloriginal image. [TheCamount by
which@heloriginal [pixel [is(al teredlisdeterminedby({6),[andEhel]
resultingWatermarkedmagesihave@naveragePSNROf[32.0dB. ]
AtEhelivatermark [detector, [éachbit[of Bhelatermark[sldetected
byOperformingM L Odetecti onCasOshownCin((4) . OFor Cthelfour O
methods,(a)-(d),OthedbitOerrorOratell(BER) Oof Othelretrieved
watermark@tVari ousigualityfactorsiof JIPEGIdompression[115] (i
shown(ih{Figure3.00
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Figurel3.[BERI[Gf [pixel-domainiwater mar k[detector s.[]

WelcanOsee[that(OtheproposedOwatermark Cdetector O(d) Dwith O
GaussianlmixturelnodelinglandCE , = 0.005 [givesithelbestfesult.]

TheDconventional OwatermarkCdetector (&), Cwhi chCassumesConed
singlelGaussian, [givesthelorst[performance.(Watermark(detectord
(b),Owhi chOassumesOtwoOGaussi anClcomponents, [gives[ sl ightly [
better(performancelthan((a). Watermark(detector((c), WithCz,, = 0,00

over-fitsCthe[histogramOwithtooCmany CcomponentsCandChivesD
worselperformancethanhelproposediatermark[detector[{d).

4..IDCT-DOMAINMWATERMARKINGO

4.10Gener alizelGaussianM odeling]

|f helivatermark[dsCémbedded@ndldletectedAnEheD CT [dlomain,d
welheed{olknowThelpdf [of helD CT[oefficientsiof Theldriginal O
image.[As@nléxampl e, [Fi gurel4showshelhi stogramlof fheli fth(]
acldoefficientsidf fhelimagellena.(]
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Figur eld.[Histogram(of Theffifthlacldoefficientsof Il ena.O

SuchCaldistribution[tan[bemodel edCasl &l fener alized[Gaussian]
distribution(116]:0

B 1F30 2
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wherelr [islfhelstandardldeviation[of TheIDCT [doefficient[x ,[t O
isthelgenerali zedGaussi an(distribution(parameter, @nd(T(-) isthel]

Gammalfunction. T heldptimal Watermark(detectorGanbelobtai nedd
byOsubstituting[)(7) Cinto(4). 0T hi st sCmoreljgenera Cthanthed
watermarkOdetector OproposedbyIHernandezCetal’ sC[16] .ClnO
particular, [if (welletf, (x ) Chela tonstantValueld, ,0g, , (+) Cand0

9, o () tecomellinear functionsandthelderivativesiof (g, *(-) @nd0
9, +(-) Checomelunity,[i.e.,0J, ,(+) = J, , () = 1 .OnCthisCtase, Cour

watermarkJdetector[Jdegeneratesintol]Hernandez' sOwatermark(]
detector:(

H,
Qﬂi (yi +di XC‘ _|ﬁi (yi _di Xq ) i o0 (S)D

Ho

N
ey

Further, if fhelpdf (6f [Thelori ginal D CT [doeffi ci entslishodel ed@s@]
simplelGaussian(distribution, [(8) Becomes. [

1

N >
>yd oo OO

i=1

H

0

whichlisfheldorrel ati onldetecti on(al gori thmtisedByZeng@nd L iull
[8].0 Therefore, [0 well seel] that[] bothO watermark (] detectorsC] of (1
Hernandez' sland0Zeng’ sCarelIspecial [casesUof (the(Jproposed™
watermark detectionframework.O

4.2HV Slih{theDCT Momain[]

InEheDCT [domain, Therel@refwolina or [¢haracteri sticsof (HV S,0
frequencyl$el ectivity(@nd[¢ontrast[Sensitivity. (Tolutili zelfhese, ive[]
chooselthewatermark@mplitude@siollows:[]

sope=a,

‘ %)

Cm g
f (X) =8, 'maX(TD ) |X|)= & 'maX(TD 1|XI)D (100
wherelle, [areltleterminedibythefrequency3electivity. (WelliseI

T, =10[@ndCk, = 0.025 [nlourlexperimentsiandiVerifyihatdhe
resultingivatermarked(imagelhasinolisiblel@rtifacts.C]

4.3CExperiments]

Wellise[{10) ol generatefhelvatermarkedimagesolcomparelour ]
approachl with( Herndndez' slJ andO) Zeng' sUJ approaches.O] Theld
watermarked(imageshavelan@veragelPSNR6f[32.2dB.[(Welthen[



detect[the[wvatermarkCusi ngCthethreeCBpproaches.[InCorder[to0]
cal cul atelthelivatermarkamplitudel@ndfolget [Thelstati sti cslof [The
original CDCTcoefficients,Call (three[tetectorsCuse thelTeceived
watermarkedDCT Ceoefficientdy [aslanlestimatelof [theloriginal O

DCTtoefficientix .[00nHernandez' stand(Zeng' slapproaches, [thell
d, OusedUisal solesti mated. JTheCwatermark DembeddingOandd
detectionUarelperformedin(18x80bl ockslof (OtheJoriginal Cand ™

watermarkedliimageiiespectively.[Thelfestimagesiarefhe$amelas]
thoselin[Section(3. ]

TheresultingdBEROof Cthe[Owatermark Cretri eved by CthelTthreed
detectors, (@t [differentlquality@actorsiof IPEG, [IsShowninFigure
5.0
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FigureB.BERIGfIDCT-domainivater mar kdetectors.[]
Welsee[thatDour Cproposed D CT Odomai nCwatermark Cdetector O
performsithelbestiamongthefhreeldetectorsibecauselitAasithebest]
modelingO of JtheOpdf Jof OtheDJDCT O coefficients.0Comparingd
Hernandez’' sivithiZeng’ siapproaches, Thelfiormerisi8lightlybetter(]
sincelitllisesigeneralized[Gaussi anldi stributi onEhat [is(better Than

usi ng@si mplelGaussiandistribution.[

5.0Conclusiond

InCthi sCpaper, OwelprovidedOagenera Of ramework CforOblindC
watermark[detecti on@ndproposed@niopti mal livatermark[detector ]
basedCon[M L [dletecti on[andCinodelingCof [Thelpdf Cof (Eheloriginal O
image. DWelsBhowedthat[bther Ovatermark CdetectorsCarespecial O
casesof (thisCheneral (Framework. [OWelH solshowedthat (hetter
modelingCof thepdf Cof (thelori ginal CimageresultedCinChetter
watermark[detecti on[performance, bothnihelpixel Cdlomai nfandO
theDCT [domai n.dn(pixel -domai nivatermarking, iivelfnodel edthed
pdf [of Thelpixel (val uesiof [theldriginal [imagelas@Gauss anmixture
withOaOwel | -chosenCnumber Cof Ccomponents. OInODCT-domain(d
watermarking, elfinodel edThelpdf [of ThelD CT [doeffi cientslof Thel
original imagel@sialgeneralizedGaussi an(distribution.]

Ourffuturelwork(includesibetter todelinglof [theloriginal imagelin[
otherCtomai ns,suchCastheldi scretelavel et[transformCdomain.
Further,welpl anffolincorporatenoi selfermsiother thantheldrigina O
image,[@.g.,[fhelduanti zationlérror, [Similar fofhelvorkldoneih([4].00
WithCimore[sophisti catedmodeling, (Watermark [detectionCtan[be[]
robustbMari ousfypesiaffioises.(]
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